DynaLog Electronic Journal Installation & Tech Notes

Product Summary

The DynaLog Electronic Journal Server and Viewer applications may be installed on any number of PC’s with no license cost. They are a free optional extension to the DynaCash system, and are shipped with each system on the DynaCash CD.   

CC-5000 keypads send their print output over the network to the DynaLog Server, which creates a unique, dated file for each keypad. These log files can be kept on the server indefinitely – it is up to management to delete the files when they are no longer needed or to move them somewhere else for long term storage. The DynaLog Viewers provide a way to look at the EJ files in the same format that the data would print to a journal printer (40 column or 48 column). Neither the Server or Viewers are able to modify or delete the files – that can only be done through Windows Explorer. The log files can also be viewed using NotePad with the Courier New font. A typical scenario of using DynaLog with NotePad would be if the Viewer app was omitted, and the CC-5000 had a hardcopy journal printer. In this case the Server is just collecting the files for long term history, where the files need to be looked at only on rare occasion.    

When using DynaLog, the CC-5000 can be used with a journal printer (Citizens IDP-3550 impact or Star TSP-600 thermal series) or it can be configured in the DynaSetup Profiler for “Not Installed”. If a printer is not installed, DynaLog provides a completely paperless solution for tracking DynaCash system activity.        

The DynaLog Viewer includes a Print Preview feature which lets the user then print EJ to standard 8 ½ x 11 PC printers. It also has a file export capability so EJ files can be saved in a number of formats and then emailed, etc. to other locations. This can be convenient when any kind of system balancing issue arises – no more “lost audit tape” scenarios!     

The Server install executable is named EJServerSetup.exe and is found in the setup CD root folder. The DynaLog Server installs as a Windows service and has no user interface. It is pre-configured to start up automatically when Windows boots up. The Server runs in the Local System account so the server PC doesn’t require a user logon – it can stay at the CTRL + ALT + DEL Windows logon window.    

Theoretically, the server can support any number of CC-5000 and DynaLog Viewer clients, though as the number of clients increases the server load goes up so this would be determined by trial-and-error. The server can be installed on either a branch or corporate server, or on a branch manager’s PC (if serving just that branch). The server PC should be in a secure area since the DynaLog EJ file archive is created in a folder on the server.         

Minimum Requirements

CC-5000 program version 5.0.37 or higher. Earlier versions don’t support DynaLog.

PC Hardware: 400 MHz CPU, 256 meg RAM, 300 meg disk space, LAN connection, 800 x 600 resolution monitor. 

PC Software: Windows 2000 or higher OS, and .NET Framework 2.0 Service Pack 1. The .NET Framework 2.0 Redistributable requires at a minimum Windows Installer V3.1 to install the Framework. The DynaCash CD has a folder named Windows Installer V3.1 with the Installer setup file WindowsInstaller-KB893803-v2-x86.exe. The .NET Framework is on the CD in the DotNet Framework V2 Redistributable folder, with the file name NetFx20SP1_x86.exe. 

DynaLog Server Installation

· VERY IMPORTANT – any PC acting as the server for DynaLog will need to have DHCP disabled in it’s Network Settings and will require a static IP address.  

Install the .NET Framework 2.0 Redistributable (double click the NetFx20SP1_x86.exe file and follow the prompts). Then launch the EJServerSetup.exe file by double clicking on the file name. The Wise Installer will initialize. Follow these prompts to install the server:
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If browsing to use an install folder other than C:\Program Files\DynaLog Server, type in a new valid folder name in the dialog shown below, then click the OK button. You will then click the Next button on the Destination Location dialog.  
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You will probably be prompted to reboot the system. Once the reboot is complete, you should see the DynaLog Server started as a service, in the Administrative Tools - Services window. 
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If you were not prompted to reboot the system, you can manually start the service in the Services window (the service doesn’t start on it’s own right after installation, but it is set to start up at each reboot).    

The next step will be to check the DynaLog.ini file for the proper settings. If you edit DynaLog.ini, you must stop, then restart the DynaLog Server Windows service in the Services window so the server can apply the settings.

Use Windows Explorer to find the DynaLog Server install folder, then double click on DynaLog.ini in that folder to open the configuration settings in NotePad. The LAN settings section will require a Server Port number change if the default port 9007 is already in use by another application. A conflict of this type would report to the server’s Application Event Log as a DynaLog error. Please refer to the document DynaLog EJ Server EventLog.doc – after starting the DynaLog service you should see the following in the Event Viewer Application log, as a DynaLog event entry:

Event Type:
Information

Event Source:
DynaLog

Event Category:
Information

Event ID:
12

Date:

<date>

Time:

<time>

User:

N/A

Computer:
<computer name>

Description:

The DynaLog Server has begun listening for clients on port: 9007

If you see an error for DynaLog in the Application log like this:

Event Type:
Error

Event Source:
DynaLog

Event Category:
Fatal Error

Event ID:
13

Date:

<date>

Time:

<time>

User:

N/A

Computer:
<computer name>

Description:

The DynaLog Server Listen method encountered an error in InitServer(). The error is: System.Reflection.TargetInvocationException: Exception has been thrown by the target of an invocation. ---> System.Runtime.InteropServices.COMException (0x800A2740): Connect, Listen or Open method failed. Only one usage of each socket address (protocol/IP address/port) is normally permitted. This error  occurs if an application attempts to bind() a socket to an IP address/port that has already been used for an existing socket, or a socket that wasn't closed properly, or one that is still in the process of closing. Etc., it means that port 9007 is already in use by another program and you’ll need to change the Server Port to an available port number. You can change the port in the DynaLog.ini Server Port setting shown here: 

[LAN Settings] 

Server Port=9007 

Outgoing Ping Interval=15

Replace the 9007 with the new port number (there is no space between the “=” and the left digit of the port number). 

The Outgoing Ping Interval may be of interest. The outgoing ping interval can be a value of 10 to 60 (seconds) – the default is 15 seconds which should be a good value for most installations. Shorter ping intervals cause the CC-5000 keypad to test for a ping from the server more often, and also cause the server to ping the CC-5000 more often (the server expects a reply to each ping, otherwise it closes the TCP connection to the CC-5000). This is the only way the server has to know if a CC-5000 got powered off, since the keypads don't properly close their LAN connections like a PC app does when they suddenly lose power. The CC-5000 uses the incoming pings to know that the server is still listening, and if a ping is missed the CC-5000 will lock down for security reasons (especially important if you're not using a printer with the system). Lower ping intervals cause more pinging and thus more LAN traffic, but the packets are very small (one character ping and one character response, plus the normal LAN header/checksum stuff). A lower value does let the CC-5000 reconnect to the server quicker (after keypad power is cycled) since the server will test for the CC-5000 more often and can detect a no response to the ping faster. That lets the server close the old connection so the CC-5000 can open a new one when powering back on. This really matters only for quick power cycling of the CC-5000. Having the keypad off at night and powering it on in the AM should open a server connection immediately.

As a reminder, DynaLog.ini settings only get read in when the DynaLog server starts up (as a Windows service) so any changes to the ini file will need the service stopped (not paused) and restarted. The other DynaLog.ini settings should be left at their default values. Remember to do a File|Save for the ini file after changing anything.

When installing the Server, the Wise Installer creates an empty Log Files sub-folder for the main Server folder. All EJ files will subsequently be created and stored in the Log Files folder. These files would eventually need to be deleted or moved elsewhere when they are outdated enough to no longer be of interest to anyone using the Viewer. 

EJ files have a format like these sample file names:

DynaLog[1001-TCD]11142007.txt  - TCD connected to CC-5000 station ID 1001 on 11/14/2007

DynaLog[1002-TCD]12032007.txt  - TCD connected to CC-5000 station ID 1002 on 12/3/2007

DynaLog[2000-RBU]04142008.txt  - RBU connected to CC-5000 station ID 2000 on 4/14/2008

DynaLog[101402-PD]11202007.txt  - PD connected to CC-5000 station ID 101402 on 11/20/2007 

DynaLog Viewer Installation

Install the .NET Framework 2.0 Redistributable (double click the dotnetfx.exe file and follow the prompts). Then launch the EJViewerSetup.exe file by double clicking on the file name. The Wise Installer will initialize. Follow these prompts to install the viewer:
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The Viewer shortcut will be visible on the Windows Desktop and will also be in the chosen Program Group in the Start Menu - All Programs list.    

The Viewer.ini configuration file will require some settings to be changed. Use Windows Explorer to find Viewer.ini in the Viewer install folder, then open Viewer.ini in NotePad (if you started the Viewer after installing it, exit the Viewer now).

This section, with up to 25 server IP’s available, needs to be modified with the static IP address (or addresses, if more than one server) for the computer(s) you have the DynaLog Server installed on. You always start with Server 1, and add IP addresses for any additional servers in order (Server 2, Server 3, etc.). Enter the addresses in the “dot” format shown below. There is no space between the “=” and the left digit of the IP addresses.    

[DynaLog Server]

Server1 IP=192.168.001.121

Server2 IP=192.168.001.101

Server3 IP, etc.  

For each server IP you added to the list, create a server nickname for the Server1 Name=, 

Server2 Name=, Server3 Name=, etc. entries, which are below the IP address entries. Nicknames can be anything descriptive such as “Primary Server”, “XYZ Mall Branch Server”, “Region 4 Server”, etc. Up to approximately 40 characters can be used for each nickname. No spaces are used between the “=” and the left character of the nicknames. 

Moving down in the Viewer.ini file past the server nicknames, the entry Server Port=9007 will need the port number changed if you used a different port when setting up the server. The Viewer entry for the port must match the server entry!  

The last Viewer.ini entry to be changed is the Station ID= line in the [CC-5000] section. This entry depends on how you want the Viewer to appear for the user. In Teller Mode the Viewer is “locked” to view electronic journals for only one CC-5000 station. In Auditor Mode the Viewer can browse all electronic journal files for any CC-5000’s reporting to a server. Auditor Mode also allows the user to choose any of the servers you added in Viewer.ini. Please refer to the Viewer operator’s manual for more information about the two modes.

Viewer.ini has some sample defaults that let you easily set it for either mode: 

[CC-5000] 

Station ID=[ALL] 

;Station ID=[2000-TCD]

Note that the line with a specific station ID and machine type (2000-TCD) is commented out with a semi-colon preceding it. The line with Station ID=[ALL] is enabled since it doesn’t have a semi-colon in front of it. Either line can be disabled by removing the line or commenting it out with a semi-colon prefix, but you must have one enabled line as a choice.  

The Station ID= entry lets you assign whether that particular viewer can view files for all CC-5000 keypads (from up to 25 servers, as set up in the server section of Viewer.ini) or it locks the Viewer to one CC-5000 only (if you want tellers to view only their keypad EJ). Use Station ID=[ALL] to allow access to all servers listed in Viewer.ini, and all EJ files on those servers (access is read-only). Use Station ID=[<station #>-<machine type>] to lock the Viewer to one station only, which will use the Server 1 IP address. For instance, a Viewer in Teller Mode for a CC-5000 station with ID of 12345678, connected to a TCD, would have an entry of Station ID=[12345678-TCD]. A CC-5000 with ID of 4001 connected to a Glory PD series dispenser would use an entry of Station ID=[4001-PD]. All CC-5000's should be given distinct station ID's to avoid file naming conflicts on the servers. You wouldn't want a station 1001 at one branch and another station with that ID at another branch trying to overwrite each other's EJ files at the same server. If they are on different DynaLog servers, it would be permissible but not a best practice. If they are different machine types, it’s not a problem since the machine type is part of the file name. As of 7/20/2008, the available machine types are:

TCD – De La Rue TCD series dispensers.

PD – Glory PD-61 or PD-600 dispensers.

RBU – Glory RBU-11 recycler.

Arca2600 – Arca.Tech dispenser.

Some usage examples:

Station ID=[32914-TCD]  - Teller Mode setting for CC-5000 station # 32914 using a TCD. 

Station ID=[1-RBU]  - Teller Mode setting for CC-5000 station # 1 using a Glory RBU-11. 

Station ID=[22-Arca2600]  - Teller Mode setting for CC-5000 station # 22 using an Arca 2600. 

CC-5000 Station ID’s can be from 1 to 8 digits long. A good practice might be to use the dispenser or recycler serial number as the station ID for the CC-5000 in use with that machine.   


When in Teller Mode the Viewer allows the user to select any date for EJ activity, with the calendar interface shown here. 

The EJ data returned for viewing will always be only for EJ files having the station ID and machine type designated in the Viewer.ini Station ID= setting.   

Auditor Mode is enabled by using Station ID=[ALL] in the Viewer.ini [CC-5000] section. In this case, the Viewer shows a tree view type of file index showing all files for all machine types and all dates. The user can click any date to view the EJ for that station and date.



CC-5000 Setup for DynaLog

Enabling DynaLog EJ output from the CC-5000 is accomplished with the CC-5000 Profiler tool, which is part of the DynaSetup utility that gets installed with DynaCash. Please refer to the Profiler documentation for instructions on how to use the Profiler. Once you have launched the Profiler, the Auditing and Network tabs will require some entries.

On the Auditing tab, make sure that the Station ID has a unique number (no other CC-5000 for this machine type has that number). It can be from 1 – 8 digits. The EJ files will contain that station number as part of their file name.     

In the options list at the left side of the Auditing tab, scroll the list to the bottom to locate the DynaLog Server section. To enable EJ output, you’ll need to select either the Arbitrary Output or Mandatory Acknowledge options. Which one you choose will depend on the level of security needed.

Arbitrary Output allows a manager override prompt to disable CC-5000 DynaLog EJ output if the connection between the CC-5000 and DynaLog server fails. This lets the user continue to use the CC-5000 if a server (or the network) goes down, but the printed data is no longer being archived at the server. However, teller transactions are still being logged to the CC-5000 internal History Report. Arbitrary mode would be a good choice if the CC-5000 also had a journal printer attached, for a backup audit tape.

Mandatory Acknowledge forces a DynaLog Server connection to be present in order for the user to do anything at all with the CC-5000. This mode wants an active EJ “listener” at all times. It doesn’t offer a manager override – the only way to continue use of the CC-5000 is to fix the connection to either the primary or backup servers. This mode is recommended for all installations where the CC-5000 will be “paperless” (no journal printer) or where a printer is present but not being relied on by the auditors.   

On the Profiler Network tab, check the Enable LAN box, then enter the EJ Server 1 IP address in the box for that, in the format shown here. If you will be using a backup server (Server 2), enter that IP address in the EJ Server #2 entry box. A backup server isn’t necessary but if one is configured, the EJ file will attempt to route to that server in the event that the primary server goes down. NOTE – if using a backup server, you should configure all Viewers that may need to “see“ this station’s EJ for Auditor Mode. That way those Viewers will have access to the backup server. 

Enter the EJ server port number or leave it at the default of 9007. Change this only if you had to change it in the DynaLog.ini Server configuration file. This port will be used for both the primary and backup servers.  

You can check the Use DHCP box to let the CC-5000 acquire an IP address automatically, unless you are also using DynaCash over LAN (Teller PC’s Communicate Via LAN is checked) in which case you’ll need to disable DHCP and use valid static addresses in the CC-5000 Ethernet Settings entries. 

When profiling to enable the EJ settings, use the Remote Default option on the Profiler System tab so that the CC-5000 EJ memory gets properly initialized.   

Usage Notes

At the CC-5000, brief LCD status messages will be seen while a DynaLog server connection is being attempted. For the primary server (Server 1 in the profile):

CONNECTING TO DYNALOG

       PRIMARY SERVER     

For the backup server (Server 2 in profile, if an IP was entered):  

CONNECTING TO DYNALOG

        BACKUP SERVER     

If, at CC-5000 power up, the primary server connection can’t be made, the CC-5000 will start a countdown delay on the LCD as follows:

DYNALOG SERVER FAILURE

    RETRY IN: 20 SECONDS  

The above countdown message assumes a starting delay of 20 seconds. The LCD decreases the seconds shown by one count each second. When it reaches 0, the CC-5000 attempts to connect to the primary server one more time. If it fails the 2nd time, it tries to connect to the profiled backup server (if one exists). 

The reason for the delay and primary server retry is due to the nature of the CC-5000. As an embedded device with a power switch to shut it off, the CC-5000 has no way to close a DynaLog Server connection when it loses power. Unlike a PC where Windows continues to run when programs are closed (and Windows can finish closing server connections as a client program closes), the CC-5000 just powers off and leaves the server connection “hanging” open. The server can only find out about the lost connection when it sends its timed ping and gets no response by the time it is ready to send yet another ping. Since a few of the CC-5000 procedures (such as assigning users with the Vault Buy key) require the manager to cycle CC-5000 power while holding down a key, this action immediately breaks the server connection at the CC-5000 (from the CC-5000’s perspective) but the server won’t find out about it until it has pinged the keypad twice more. Only at that time will the server abort the original severed connection, which will allow the CC-5000 to re-establish a connection. The countdown gives the server the time to ping again.                   

If at CC-5000 power up neither a primary or backup server connection can be made, or if the active server disconnects during regular CC-5000 use, the CC-5000 LCD will show this message:

DYNALOG SERVER OFFLINE     alternating with this message:   CALL MANAGER
           PRESS C KEY                                                                        PRESS C KEY
When the user acknowledges by pressing the CC-5000 C key, they will see either of these LCD prompts, depending on whether DynaLog is in Arbitrary or Mandatory Modes:

If Arbitrary:                                                  If Mandatory:

(+) RETRY DYNALOG                                 (+) RETRY DYNALOG

(-) MANAGER OVERRIDE                            SYSTEM IS LOCKED

Arbitrary mode will allow the (+) key to be used to try a server reconnect, or the (-) key for an override. An override will prompt for the Manager # and Manager PIN. Note that an override is only effective while the CC-5000 remains powered on. Once power is cycled, a new DynaLog connection is attempted and a new override will be required if the connection fails.

Mandatory mode will allow the (+) key to be used to try a server reconnect, which is the only way to continue using the system.  

Misc.

· Neither the Server or Viewer have yet been tested on Windows Vista. 

· If the Viewer starts up with this message:

 

It indicates that the .NET Framework 2.0 SP1 wasn’t properly installed.  

Click Next.





Click Browse if you want to install into a different folder.  .





Click Next after choosing a new folder or to use the default folder if Browse wasn’t used. 





Click Next.





Click Finish.





Click Next.





Click Next to install into the default folder or click Browse to choose your own folder, then click Next. 





Check this box if you want the Viewer to start when Windows starts up.





Click Next if the default Group Name is OK, or enter a new Group Name, then click Next.





Click Next.





Click Finish.
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